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Abstract. Wireless Local Area Networks (WLANSs) are one of the fastest growing technologies
today. In recent years, WLANs have become one of the most adopted technologies. Nevertheless, wireless
communications presents a huge security risk. As WLAN is susceptible to many attacks, encryption
methods are the building block of WLAN security. However, it can be difficult to develop a practical
system that provides high security but also has decent performance. The research proposes a new solution
for a dual hybrid encryption method namely Advanced Encryption Standard with Elliptic Curve
Cryptography (AES-ECC) and Advanced Encryption Standard with Rivest-Shamir—Adleman (AES—RSA).
The paper compares two hybrid approaches to develop a unified framework. So, the key novelty is to
combine the two approaches under the same framework. In the method proposed, symmetric encryption
(AES) secures the sent data while asymmetric encryption (ECC or RSA) encrypts and securely sent an
important secret key. The main contribution of this paper is to offers equal characterization of AES-ECC
and the AES-RSA hybrids in WLAN environments as well as to provide an unbiased comparison of their
results and security, resources usage and processing time. Experimental testing shows how effective and
practical this framework is for high-level security and performance of WLAN digital communications.

Keywords: WLAN, Symmetric encryption, Asymmetric encryption, Hybrid cryptography, AES
algorithm, REA algorithm, ECC algorithm, Throughput.

1. INTRODUCTION

A Wireless Local Area Network or WLAN refers to a radio-based technology employed to expand
wired LANSs to ensure mobility and convenient connection. An access point (AP) allows modems or PCs
with wireless adapters to join the network, just like Ethernet for wired networks. WLAN functions based
on IEEE 802.11 standards and is commonly referred to as Wi-Fi. WLAN is better in terms of performance
compared to other wireless technologies and also has many advantages such as reduced cost, quicker
installation, and potentially extensive coverage for offices, homes, and campuses [1], [2], [3]. WLAN
structure under IEEE specifications comprises more than one station (device), Base Service Sets (BSS),
Extended Service Sets (ESS), and Distribution Services (DS) linking various ESSs. WLANSs facilitate two
straightforward modes of linking: infrastructure mode, where the devices are linked to the network using a
central AP such as a router to link to the Internet; and ad hoc mode, in which devices are linked peer-to-
peer with no base station. Such features render WLAN an economical, ubiquitous, and dynamic solution
to the communications of the day [4]. Data can be transmitted wirelessly on shared channels through
WLAN technology, and therefore vulnerable to all types of security attacks like eavesdropping and
unauthorized usage. Therefore, it is essential to know the operation of symmetric and asymmetric
encryption methods for WLAN security.Symmetric and asymmetric methods have been widely
categorized based on various cryptographic algorithms. Symmetric approachs normally support bulk
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encryption of data in an efficient manner. An example of a symmetric scheme is the advanced encryption
standard (AES). They differ from asymmetric schemes in that they have shorter key sizes. For example,
elliptic-curve (ECC) offers secure key exchange and digital signatures [5], [6], [7], [8], [9]. To improve
symmetric encryption, various operational sequence methods or block cipher modes exist. These include
electronic block cipher mode (ECB), cipher block chaining (CBC), plaintext cipher-block chaining,
ciphertext feedback (CFB), output feedback (OFB), and counter mode (CTR). These methods differ in the
levels of security and performance characteristics that is offers [10], [11], [12]. CBC is a method of
encryption that adds randomness to the process using an initialization vector. This random element makes
it hard to predict how notable encryption will perform. Additionally, it helps increase CBC’s resistance to
common types of attacks. However, one limitation of CBC is that it cannot encrypt in parallel. In
combination, these algorithms and modes of operation constitute the practice of ensuring data protection,
i.e. the control of confidentiality, integrity and trust in the system itself [13], [14].

AES, RSA and ECC denote the underlying types of an encryption algorithm where AES and RSA,
together with ECC, provide overlapping and complementary security services. AES is a powerful
symmetric algorithm that is fast and secure for the encryption of bulk data. It encrypts data in blocks of
128 bits. The key size can be 128, 192, or 256 bits and the algorithm will perform 10, 12, or 14 rounds
respectively for each of the key size [15]. Specifically in speed, AES excels in performance. It is well-
designed for simple and speedy encryption [16], while still demonstrating appeal for most applications.
The speed of AES real-time use can also be substantially increased through parallel processing while
maintaining significant encryption security [17], [18], [19], [20]. In contrast, RSA works on an
asymmetric public-private key pair [21], [22]. RSA is a significant security protocol to provide secure
communications and shared digital signature features, and allows for security when both parties use RSA
encryption, by using the difficulty to factor large integers to provide this security guarantee. RSA is long-
running and should generally be thought of as slow relative to symmetric encryption, like AES,
particularly in key generation and encryption/decryption processes [23], [24]. ECC also uses asymmetric
principles but relies on the mathematical properties of elliptic curves to generate smaller, highly efficient
keys. ECC achieves equivalent security to much larger RSA keys, making it particularly suitable for
mobile devices and resource-constrained environments. Its efficiency and versatility allow ECC to be
combined with other cryptographic protocols, providing a flexible solution for modern secure
communications [25], [26], [27]. To conclude, AES should continue to be considered as the questionable
leading standard of the multiple forms of data encryption out there due to being able to balance both
strong security with efficient speed against many forms of attacks, but continued research on methods of
improving AES and data encryption in general is greatly warranted in the face of other processes and
technology developing and improving. Asymmetric encryption is essential for secure communications but
faces challenges such as high computational demands for key generation and encryption, complex key
management, and potential vulnerabilities to attacks like side-channel or chosen-ciphertext attacks. These
factors can impact performance and security if not properly managed [28], [29],[30].To overcome some of
these challenges, this research proposes a dual framework based on two hybrid encryption schemes: AES-
RSA and AES-ECC, to achieve a balance between efficiency and security.

The purpose of this work was to explore mechanisms to improve data protection while still
achieving high performance in WLAN environments for sensitive applications and systems.

The structure of the research is organized in this way: Section two engages related work,
specifically hybrid systems from earlier work; Section three offers the proposed framework, along with
component descriptions, along with the hybrid mechanism for AES-RSA and AES-ECC; Section four
explains implementations for the promoted framework, with instances of the promotion and some of the
metrics considered.
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Section five presents the discussion of results through performance and with multiple graphs for reporting
on necessary comparisons, and section six concludes with 'Conclusion and Future Work' to summarize
major accomplishments and considerations for the future.

2. RELATED WORK

2.1. Hybrid AES-RSA

The hybrid AES-RSA method put forward includes AES, which is a symmetric block cipher that
encrypts the data with a 128-bit key, and RSA, which encrypts the AES key using a 2048-bit public key,
which makes it more secure than traditional RSA only encryption [31]. The hybrid AES-RSA method will
be applied in cloud computing and data security and will utilize the RSA and AES algorithms. The hybrid
method will encrypt each byte and secure it using both algorithms. All of this will result in the hybrid
ciphertext being secure, meaning that it can be decrypted to recover the original data [32]. Also in [33],
combines the strengths of both AES and RSA to enhance file encryption efficiency and security. This
approach addresses the limitations of using each algorithm separately, providing improved performance
and robust data protection. The hybrid AES-RSA strategy leverages the security of the RSA algorithm
with the rapid speed of AES algorithm to speed up the efficiency of data encryption or decryption. While
in [34], method incorporated is presented, which more security and efficiency in the routing and also
address key management problems RSA and AES based hybrid encryption technique for enhancing data
security in cloud computing.

2.2 Hybrid AES-ECC

An enhanced AES-ECC model with key dependent dynamic S-Box for the security of mobile
applications using cloud computing[35]. Hybrid AES-ECC model for the security of data over cloud
storage. This paper proposes scheme for sharing data while maintaining data security and integrity over
the cloud. [36]. Web applications want low processing overhead so that computation happens at the fastest
speeds possible. In our existing hybrid model the AES algorithm is substituted with Blowfish security
algorithm. The ECC algorithm could provide almost identical security as RSA with a much larger
modulus and a similarly sized key. The MD5 algorithm is employed to verify data originality and a
modified Kerberos protocol is invoked for client authentication [37]. Increasing security while reducing
latency and resource consumption in FPGA implementations, the authors proposed hybrid AES-ECC
cryptosystem combines AES, which offers high speed encryption of plaintext and ECC, which offers
secure key distribution and decryption in [38]. The hybrid AES-ECC cryptosystem uses a co-design
approach and rely on AES-ECC optimizations. We basically combine the matrix multiplication of AES
MixColumns with the S-box for very fast software implementation (on NIOS-II processor). The authors
also proposed an optimized ECC hardware architecture based on Ldopez-Dahab scalar multiplication (on
Cyclone IV.E.). In [39], a manner of cloud data exchange is suggested. The expected improvement of the
method has been concentrated on the security of the cloud computing platform. A hybrid Modified
Elliptic Curve Cryptography (MECC) method was tested against the Advanced Encryption Standard
(AES) method, in conjunction, will maximize the security of a cloud data exchange [40].

Although hybrid AES-RSA and AES-ECC schemes have been explored in earlier research, the
novelty of our approach lies in the adaptive dual-hybrid model that enables choosing either AES-RSA or
AES-ECC based on the computational environment and device performance. This flexibility enhances the
system’s practicality and efficiency across various network conditions and resource-limited devices,
which has not been covered in previous hybrid encryption studies frameworks.
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3. METHODOLOGY

Due to the threats facing WLAN networks and the nature of the environment, which is vulnerable
to many attacks, especially with regard to weak encryption technologies that affect the security of
sensitive data transmission. In this research, DUAL-hybrid cryptosystem framework incorporates the
Advanced Encryption Standard (AES) algorithm, along with Elliptic Curve Cryptography (ECC) and
Rivest-Shamir-Adleman (RSA), to take the advantages of both symmetric and asymmetric encryption
while mitigating their disadvantages. AES can encrypt large data files efficiently, whereas RSA and ECC
can potentially resolve difficulties with key distribution by using a public-private key structure. The
proposed DUAL- hybrid framework including two processes, in the first process: The plaintext is being
split into blocks and encrypted with AES algorithm while the symmetric key protected with ECC. A
successful attacker is challenged with decryption of ciphertext without the key because the ECC protects
the symmetric key. The second process: uses an RSA algorithm instead of ECC which has fast encryption
rates as well as powerful resistance to several attacks.

The two processes, being implement in our proposed framework, represent the goal of being
efficient and the other with owing to security. The DUAL-hybrid cryptosystem framework improves
evidence of processing performance as well as evidencing the integrity of the document.

Elliptic Curve Cryptography (ECC) uses key generation methods that are important for secure
communication. Key generation usually involves creating a public-private key pair using elliptic curves
over finite fields. A random integer is selected as a private key, and the private key is multiplied against a
point on the curve to get the public key. This method ensures not only computationally efficient, but it
uses sufficient security.

With WLAN network vulnerabilities and environment exposure, particularly the use of weak
encryption technologies that undermine the protection of sensitive data from data-in-transit attacks, this
research presents the DUAL-hybrid cryptosystem model that integrates the Advanced Encryption
Standard (AES), Elliptic Curve Cryptography (ECC), and Rivest Shamir Adleman (RSA) encryption. The
model exploits the capabilities of symmetric and asymmetric encryption and makes up for their
limitations. AES works effectively to safeguard huge data files during the encryption process, and RSA
and ECC play vital roles when it comes to key distribution since public/private key infrastructures can
adequately cater to an application's needs. There are two discretely deployed processes in the framework.
In the first, plaintext is segmented into blocks and encrypted with AES and the symmetric key
safeguarded using ECC. An attacker attempting the decryption process will be confronted with the
limitation of decrypting the ciphertext without the key, since ECC is securing the symmetric key. In the
second process, RSA is used in place of ECC as a hybrid encryption method due to the speed of
encryption and strong potential resistance applied to plaintext during decryption of various types of
attacks the ciphertext potentially would be exposed to during that time. The framework employs these two
processes to secure the data and improve safety. The DUAL-hybrid cryptosystem enhances processing
efficiencies and ensures that the information is secure when it is transmitted. The procedure for Elliptic
Curve Cryptography (ECC) generally consists of generating the key pairs that are the basis for assuring
security user to user. In generality, this dynamic is composed of generating a public and private key pair
using elliptic curves over finite fields. The private key is then randomly chosen as an integer value and,
the private key is multiplied by a point on the elliptic curve, creating the public key. All in all, it is a high
computationally efficient, and while optimizing security.

The important part is that many cryptographic protocols allow batch processing for key generation
and can be performed in coordination with other protocols or within the same environment. All of these
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examples demonstrate the ability of ECC to be responsive to modern computer processing speed and
capabilities, while preserving the best elements of security we find in ECC today.

AES key encryption using ECC or RSA algorithms to take advantage of methods for enhanced
security and performance. The procedure starts with generating a secure, random 128-bit secret key for the
AES algorithm. Secure random key generation is inherent to the safety of plain text data because the key
must be exchanged securely to prevent any eavesdropping. ECC protects the AES key during transmission
by using a public key encryption scheme. When the sender transmits the AES secret key to the recipient,
they encrypt it with the recipient's public ECC key, forming a ciphertext encrypted with ECC that only the
recipient can decrypt using their private key. This is less cumbersome to assign keys because interception
or theft of only the AES ciphertext does not allow the bad actor to use that key without either the private
ECC key or the private RSA secret key.

SENDER

[ = M Sender sends
Sender Sender prepares Sender encrypts Sender obtains (S:"'Edg L::ﬂﬁ‘s encrypted
Sender Start |——>| generates AES plain text message with pient public recipient public message and
key message AES key key P keyp encrypted AES
key

RECIPIENT

L Recipient [

Recipient receives Recipient Recipient Recipient
generates ECC [———| encrypted | decrypts AES decrypts obfains original
key pair message and key with private message with plain text

encrypted AES key AES key message
key

Recipient
chooses key
algorithm

Recipient Start

Recipient
generates ASA

key pair

Fig. 1.: Flow Diagram of the Proposed Dual-Hybrid Cryptography Framework

In this method, both parties, the sender and the recipient, will create their own separate ECC and
RSA key pairs first, and then the sender will create the AES secret key. After the AES secret key is
created, the sender will encrypt the AES secret key using the recipient's public ECC and RSA key along
with any encrypted communications. The recipient's public key will authenticate the communication by
being in the encrypted data. The recipient can decrypt using their private ECC and RSA key to obtain the
original AES secret key, which can now be used to decrypt any data encrypted with that generated key.
The encryption and decryption pseudocodes of the proposed work are explained in Figures 2 and 3.
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Algorithm Hybrid_Encrypt(Plaintext, SymmetricKey, PublicKey)
Input: Plaintext message, SymmetricKey (AES key)}, PublicKey (RSA or ECC)
Output: Ciphertext, EncryptedKey

=Y

. // Step 1: Encrypt the data with AES

[ *]

. Ciphertext « AES_Encrypt(Plaintext, SymmetricKey)

¥¥]

. // Step 2: Encrypt the AES key using Asymmetric encryption
4. EncryptedKey <« Asymmetric_ Encrypt(SymmetricKey, PublicKey)

5. // Step 3: Combine the results for transmission

6. Output « (Ciphertext, EncryptedKey)

7. Return Output

Fig. 2. Pseudocode of Encryption Process of Hybrid System

AES_Encrypt and AES_Decrypt: use AES in a chosen mode (e.g., CBC, CFB, CTR). In our experimental
setup used CBC mode. Whereas Asymmetric_Encrypt and Asymmetric_Decrypt can be RSA
(encrypt/decrypt with public/private key) or ECC. The dual framework means you run the above process
twice: once with AES—-RSA or once with AES-ECC. Then compare performance and security results.

Algorithm Hybrid Decrypt(Ciphertext, EncryptedKey, PrivateKey)
Input: Ciphertext, EncryptedKey, PrivateKey (RSA or ECC)
Output: Plaintext

1. // Step 1: Use the private key to recover the AES key
2. SymmetricKey <« Asymmetric_Decrypt(EncryptedKey, PrivateKey)

3. // Step 2: Decrypt the data using the recovered AES key
4. Plaintext « AES Decrypt(Ciphertext, SymmetricKey)

5. Return Plaintext

Fig. 3. Pseudocode of Decryption Process of Hybrid System
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Lastly, here is a brief description of the proposed system:

= Allows a dynamic adaptability feature that gives the system the option of choosing between AES-
RSA and AES-ECC given the performance of the device and the network state.

= Improved performance and flexibility particularly in heterogeneous environments (e.g., loT,
WLAN, cloud, etc.)

» Provides a complete evaluating of the two encryption/decryption times, memory usage,
throughput, and latency for both dual models.

= Comprises energy-awareness and scalability to aid in enabling our hybrid framework to be more
practical.

= Qur proposed framework has a clear contribution in which integrate AES with RSA or ECC; and
manage trade-offs between security strength and performance based on system restrictions.

4. EXPERIMENTAL SETUP

This experimentation focuses on examining AES key generation enhancement, including key
hardware and software specifications and metrics for evaluation of improved performance.

4.1. EXPERIMENTAL ENVIRONMENT

In the experimental environment working towards AES key generation performance improvement,
hardware and software will be a consideration for appropriate performance evaluation. An experimental
environment can be heavily reliant on processing power and a variety of resources from random-access
memory (RAM) to utilize implemented modified AES algorithms to improve key generation.

The choice of software tools greatly affects the evaluation process as well. The main an Integrated
Development Environment (IDE) specifically designed for Python programming is Pycharm, which
allows efficient synthesis, implementation and simulation of the developed algorithms. The testing
framework includes both proprietary solutions and open source libraries to measure performance
effectively. Hardware selection also significantly affects outcomes; The proposed method is implemented
on a laptop with an Intel i7 core processor and 16GB RAM, operating system is Windows 11Pro.

4.2. EVALUATION OF PERFORMANCE MEASUREMENTS

When evaluating the efficiency of proposed framework of hybrid cryptographic systems. The
performance metrics are: the encryption and decryption speed, the time required to convert plain text to
cipher text, memory usage represents the amount of RAM is currently using. It's a crucial metric for
assessing performance, and CPU usage refers to the amount of processing power a computer's CPU is
consumption at any given time. The following steps is to calculate the selected metrics.

4.2.1 CALCULATION STEPS OF ENCRYPTION/DECRYPTION TIME

This measures the time taken to perform encryption or decryption on a given dataset.

1. Start a timer right before starting the encryption or decryption operation.
2. Execute the encryption/decryption algorithm on the file or data block.
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3. Stop the timer immediately after the operation completes.
4. Compute the elapsed time:

Time (seconds)=End time—Start time (D)

4.2.2 CALCULATION STEPS OF ENCRYPTION/DECRYPTION MEMORY USAGE

This metric measures how much memory (RAM) is consumed during encryption or decryption.

1. Record the memory usage before starting the encryption/decryption process.
2. Execute the encryption/decryption algorithm.

3. Record the memory usage after completion.

4. Compute the difference:

Memory Usage (MB)=Memory aftergncipec—Memory beforegnc/pec (2)

4.2.3 CALCULATION STEPS OF ENCRYPTION/DECRYPTION THROUGHPUT

Throughput measures the amount of data processed per unit of time, usually in bytes per second (B/s) or
megabytes per second (MB/s).

Total Encrypted Plaintext
Throughput = (3)
Encryption Time

5. RESULTS AND DISCUSSION

When evaluating the efficient of proposed framework of hybrid cryptographic systems. The
performance metrics are: the encryption and decryption speed, the time required to convert plain text to
cipher text, memory usage represents the amount of RAM is currently using. It's a crucial metric for
assessing performance, and CPU usage refers to the amount of processing power a computer's CPU is
consumption at any given time.

5.1 EXPERIMENTAL RESULTS OF AES AND HYBRID AES-RSA

Figure 4 shows the encryption time, memory usage, and throughput (y-axis) plotted against
different file sizes (x-axis: 50 KB, 100 KB, 500 KB, 1000 KB, 5000 KB). The plot compares the pure
AES algorithm with the hybrid AES-256-RSA approach.
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Fig. 4. Encryption and Decryption time, Memory Usage and Throughput of AES-256 key size and Hybrid AES-RSA
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5.2 EXPERIMENTAL RESULTS OF AES AND HYBRID AES-ECC

Figure 5 shows the encryption time, memory usage, and throughput (y-axis) plotted against
different file sizes (x-axis: 50 KB, 100 KB, 500 KB, 1000 KB, 5000 KB). The plot compares the pure
AES algorithm with the hybrid AES-256-ECC approach.
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Fig. 5. Encryption and Decryption time, Memory Usage and Throughput of AES-256 key size and Hybrid AES-ECC
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5.3 DISCUSSION OF EXPERIMENTAL RESULTS

As shown in Figure 4, the encryption speed of the hybrid AES256-RSA method is faster than that
of AES alone for small files (100 KB and 500 KB), but the performance converges for larger files. The
decryption speed of the hybrid AES256-RSA method is also faster than standalone AES for small files,
with the difference decreasing as file size increases; at 5 MB, their speeds become equal. Regarding
throughput, the hybrid method outperforms AES on 1, 2, and 3 MB files, with throughput converging
slightly at 5 MB. In regards to memory consumption when encrypting, both methods use approximately
the same amounts of memory. The decryption memory consumption shows a similar trend in which the
hybrid method uses the same or a little less memory in every instance regardless of file size. Conclusion:
The hybrid method demonstrates great encryption throughput performance (especially for small or
medium sized files) since the main computational load falls on AES with just RSA used to encrypt the
AES key. The hybrid method also shows good decryption throughput performance since only AES key
decryption requires RSA instead of any data decryption, PCI does not encounter any major performance
penalty. Analysis: even with RSA being included in the hybrid encryption, the only data item being
encrypted is the AES key rather than the entire dataset. These findings helped or observed significant
methods are hybrid AES-RSA method as rapidly gained AES-RSA information. Reason: The text was
copied and rewritten, correcting grammar, punctuation and capitalization errors and enhancing clarity and
flow review while improving technicality by specifying.

Analysing and discussing AES256 and the hybrid AES256-ECC based on the findings of Figure 5
is as follows: AES256 shows a markedly longer time to encrypt both small file sizes and larger file sizes,
particularly for larger files (5MB), indicating it increases over time at a gradual rate. The hybrid approach
shows a lower time to encrypt, showing a clear advantage over AES256, particularly with larger files,
showing it has a better speed efficiency. In contrast, AES256 takes longer to decrypt, with the difference
increasing in time particularly for the larger files (5MB). Conversely, the hybrid method has lower and
more consistent time to decrypt as file sizes increase. In terms of throughput, the hybrid method
significantly outperforms AES256, particularly with the medium-sized files (100KB-500KB). The hybrid
method has better throughput compared with AES256 across all file sizes including the higher file sizes,
with the most striking difference with 500KB files, where the difference in throughput was substantially
higher than AES256. Conversely, AES256 shows significantly lower throughput than the hybrid method.
Like the previous two scenarios, in terms of total memory used for encryption and decryption, we see that
the memory consumption curves for AES256 and the hybrid method were almost identical across all file
sizes, indicating there is no difference between the two methods in term of total memory consumption or
the encryption or decryption process.

As file sizes increase, the key management efficiency of the hybrid system increases, because the
static part of the process (key generation and exchange) is not affected by data size to the same extent as
pure AES, which relies entirely on repeated symmetric encryption operations. Thus, for small files, the
difference is minimal because the static overhead is similar. For larger files (such as 1MB to 5MB), the
latency of the hybrid method is relatively lower due to the effort distribution between the two methods and
the key processing efficiency of ECC. This behaviour demonstrates that the hybrid AES-ECC architecture
can offer better time performance in practical large data encryption, achieving a balance between speed
and security, making it a more efficient option than AES alone when processing increasing data volumes.

5.4 COMPARISON BETWEEN HYBRID AES-RSA AND HYBRID AES-ECC

In the following three figures, comparisons are presented to evaluate the two proposed hybrid
methods for the performance measures chosen in this study.
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Fig. 6. Comparison between Hybrid AES-RSA and Hybrid AES-ECC Encryption/Decryption Time
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Fig. 8: Comparison between Hybrid AES-RSA and Hybrid AES-ECC Encryption/Decryption Throughput
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5.5. DISCUSSION OF COMPARISON HYBRID AES-RSA AND HYBRID AES-ECC

In the Figures is a detailed analysis of each chart, with a brief conclusion, As in Figures 6,7,8:

* Hybrid AES RSA Encryption/Decryption Time:

v' The slowest time across all file sizes, indicating that encryption using RSA is faster in this
architecture than ECC. Generally, the increase is gradual and slow as file size increases.

v The decryption time is higher than the encryption time, with greater acceleration for larger files,
but less than ECC for decryption.

* Hybrid AES _ECC Encryption/Decryption Time
v’ There is better performance using this method, especially at decryption.

v" Performance is relatively stable, but does fluctuate slightly, which indicates that is relative stability
as file sizes increase.

Summary: ECC does get a higher throughput especially for decryption, but does not consistently and will
change with file size.

e Hybrid AES_RSA Encryption/Decryption Throughput

v The throughput is lower in comparison to ECC. This is to be expected since throughput is
determined by file size and time. Therefore a lower throughput is created the higher the throughput
(in time), but certain thresholds, particularly a 500 KB file size, will approach ECC performance.

* Hybrid AES ECC Encryption/Decryption Throughput
v" There is better performance using this method, especially at decryption.

v’ Performance is relatively stable, but does fluctuate slightly, which indicates that is relative stability
as file sizes increase.

Summary: ECC does get a higher throughput especially for decryption, but does not consistently and will
change with file size.

» Hybrid AES_RSA Encryption/Decryption Memory Usage

v This method is less memory intensive than ECC, particularly for larger files. This is a reflection of
the simplicity of RSA computational structure as compared to ECC in this scenario.

v Decryption memory is larger than encryption.

* Hybrid AES ECC Encryption/Decryption Memory Usage

v" The memory consumption is significantly higher for using ECC, with decryption consumption
surpassing 6000 MB at 5000 KB file size.
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v' There is a sharp increase in memory consumption as file size increases, which becomes
problematic for resource-poor devices. Ltd.

Summary: RSA is more memory efficient than ECC while ECC exhibits significantly more memory
consumption, especially for decryption.

6. CONCLUSIONS AND FUTURE WORK

Enhancing the current encryption schemes deployed in WLANs is critical for wireless
communications. The new proposed framework, dual-hybrid encryption, has exhibited suitable
effectiveness. As we progress in technology and device capability, developing effective and secure
encryption systems will be required to secure the networks from future adversaries and threats. The
support of empirical evidence finds that a better rate performance shows the architecture of the underlying
system can produce a better rate through hybrid encryption, particularly at small sizes; thus, hybrid
encryption is successful. Memory consumption is less improved concerning the amount of methods
producing similar memory utilization. Although the suggested dual AES-ECC and AES-RSA hybrid
encryption frameworks demonstrate successful performance and security for WLAN scenarios, there are
future avenues for work. For one, the frameworks could be extended to incorporate more lightweight
asymmetric algorithms (and considerations for the performance and security with lattice-based or post-
quantum cryptography). For another, more optimization with regards to the key distribution process
demonstrating a better latency and reduced computational overhead while considering constrained devices
(use cases with 1oT nodes) must be explored. Finally, energy consumption analysis can be incorporated,
since modern WLAN applications are often deployed in battery-powered systems where power efficiency
is critical, including measure CPU load, memory, and power consumption for different key sizes and
encryption modes.
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