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Abstract. Encryption algorithms such as the block cipher techniques were built in particular to 

guarantee security on limited systems, whose design clarity is vital. The multiplicity of the planned use 

cases, however, needs flexibility in execution. In the building of cryptosystems, simplicity, security, and 

flexibility are continuous but incompatible aims. The requirement for a lightweight block cipher algorithm 

that supports a broad range of systems, architectures, and block/key sizes efficiently has been developing 

recently. In 2013, the National Security Agency (NSA) recommended the block ciphers SIMON and SPECK. 

Different block sizes, including 16, 32, and 64 bits, and key sizes, such as 64, 96, and 128 bits, are supported 

by SIMON and SPECK. In this research, we evaluate the performance of lightweight SPECK cryptographic 

block ciphers utilizing multiple criteria such as execution time, throughput, and energy usage. We utilize 

two distinct Intel CPUs to assess the Speck Cryptography technique. Three keys of sizes 128, 192, and 256 

are employed in this article to compare the performance criteria. The obtained results over two different 

Intel processors show a linear and non-linear relationship to the key size. In other words, the increase in 

key length increases the execution time and energy consumption, while throughput results decrease. 

Moreover, the NIST statistical randomness test is implemented for all speck versions to compare them in 

term of the security level.  

 

Keywords: Speck cipher; Cryptography; Throughput; Energy consumption 
 

 

 

 

1. INTRODUCTION  

To provide high security, it is preferable to use cryptographically powerful elements and to advance 

an algorithm far more frequently than might initially appear appropriate. Effectiveness, a competing goal, 

requires us to reduce computation as much as possible. The art of cryptography is how to strike a balance 

between these competing objectives. The reality that performance is not a clearly delineated concept adds 

to the difficulty. An algorithm may execute efficiently on specialized hardware (such as an ASIC), yet 

perform poorly on 8-bit microcontrollers. Or it might permit but necessitate a lot of code, high-throughput 

applications on 64-bit desktop processors. Alternatively, it might be built to maximize efficiency on a 

certain CPU. More information and communication technology (ICT) devices are now being included into 

industrial automation systems thanks to advances in technology. The fourth industrial revolution, or 

Industry 4.0, introduces creative and economic approaches while fundamentally altering established 

structures and technologies. These systems are basically industrial cyber-physical production systems [1] 

(furthermore related to the Industrial Internet of Things [2] more recently), where the rapid growth of ICT 

allows for the development of cutting-edge services and products, technological innovations, and enhanced 

mailto:ahmed.fanfakh@uobabylon.edu.iq
mailto:nihad.ab@uowa.edu.iq
mailto:ahmed.fanfakh@uobabylon.edu.iq
https://doi.org/10.46649/fjiece.v4.2.3a.20.9.2025
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tools, as well as improved production rewards while lowering expenses. Supervisory Control and Data 

Collecting (SCADA) systems' monitoring and data acquisition capabilities have significantly improved  

 

thanks to this technical advancement, but it also raises serious questions about how vulnerable they are to 

cyberattacks [3],[4],[5]. PLCs, or programmable logic controllers, are essential parts of SCADA systems. 

Although they are virtually prominent in each sector of business, they are extremely capable of controlling 

a wide range of industrial systems. The main producers are only now beginning to pay attention to their 

security aspects, which were virtually missing until recently. The addition of cryptography at the PLC's 

application level might be the initial phase in supplying these systems with the required security. 

Additionally, new advancements in the field, as in [6], [7], allow for the execution of cryptography on 

various devices with limited computational power. The implementation problems of the SIMON and 

SPECK classes of simple block ciphers in PLC applications are discussed in this work. It demonstrates that, 

despite the two block ciphers' outstanding performance and potential for imposing application-layer security 

requirements, designers must carefully examine the underlying hardware architecture, especially the 

supported data types. The enormous variety of SIMON and SPECK variations ensures that there are enough 

possibilities, despite the fact that these can have a substantial influence on the efficiency of the program. 

In this paper, we study the performance of lightweight SPECK cryptography block ciphers using different 

factors such as execution time, throughput, and energy consumption. 

2. RELATED WORKS 

The Advanced Encryption Standard (AES) is widely used as a symmetric cipher across various 

applications, yet it lacks the flexibility required for low-power and resource-constrained devices [8]. To 

address these limitations, the NSA developed the lightweight block cipher families SIMON and SPECK in 

2013 [6], [7], [9], which have been extensively evaluated for performance in diverse hardware and software 

environments. For instance, Bethrow et al. [10] studied SPECK on an MSP430 processor, and Manifas et 

al. [11] demonstrated its applicability in embedded systems, while ARM-NEON acceleration further 

enhances efficiency [12]. Recent cryptanalysis studies [13], [14] focus on key-recovery attacks and the 

structural properties of these ciphers, confirming their resilience under reduced-round scenarios. A key 

concern in lightweight cipher implementations is the generation of unpredictable and secure keys. 

Predefined or public key material can compromise security by increasing predictability [15]. Key Derivation 

Functions (KDFs) are therefore essential in generating high-entropy round keys and cryptographic material 

from a single master key, mitigating related-key and key-recovery attacks [16], [17]. In the context of 

SPECK, an efficient KDF is critical to maintain the cipher’s lightweight performance while ensuring 

statistical independence of derived keys, strengthening resistance against cryptanalytic attacks. Notably, the 

Quasigroup-based KDF proposed in [18] demonstrates a fully key-dependent expansion that significantly 

enhances security by making every change in the input affect the derived key output. By integrating a robust 

KDF with SPECK, our approach addresses both efficiency and security requirements, ensuring suitability 

for constrained devices while preserving the advantages of lightweight encryption. Recent cryptanalysis 

studies have focused on the security aspects of SIMON and SPECK. Notably, Gohr's work introduced a 

neural differential distinguisher for reduced-round SPECK32/64, achieving significant accuracy. 

Furthermore, Zhang et al. improved upon this model by incorporating advanced neural network 

architectures, enhancing the distinguisher's effectiveness [19].   
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3. PERFORMANCE MEASUREMENTS 

The system's performance is measured by its throughput capacity and energy consumption. Both 

these metrics depend on the execution time of the application. The Speck cryptography algorithm uses 

different key sizes, each of which needs more rounds to encrypt or decrypt the plain message. However, the 

number of rounds in the speck algorithm increases the required execution time to encrypt or decrypt the 

message. The main goal of this paper is to study the performance cost of the speck algorithm while using 

different key lengths. The throughput of encrypting or decrypting a message of size N during the execution 

time T is calculated as in Eq. 1. 

Thoughpot (𝐺𝑖𝑔𝑎𝑏𝑖𝑡𝑃𝑒𝑟𝑆𝑒𝑐𝑜𝑛𝑑) =
𝑀𝑒𝑠𝑠𝑎𝑔𝑒 𝑠𝑖𝑧𝑒 (𝐺𝑖𝑔𝑎𝐵𝑖𝑡)

Execution time (Sec)
                                        (1) 

The above equation is used by many researchers in the literature, such as in [20]. 

The energy consumption of a processor executing an application in the execution time unit T can be 

calculated by multiplying the power consumption of a processor by the execution time [21], [22], [23]. 

Thus, the energy consumption is computed as in Eq. 2. 

 

𝐸𝑛𝑒𝑟𝑔𝑦 (𝐽𝑜𝑢𝑙𝑒) = 𝑃𝑟𝑐𝑒𝑠𝑠𝑜𝑟𝑝𝑜𝑤𝑒𝑟 𝑐𝑜𝑛𝑠𝑢𝑝𝑡𝑖𝑜𝑛(𝑊) ∗ 𝐸𝑥𝑒𝑐𝑢𝑡𝑖𝑜𝑛 𝑡𝑖𝑚𝑒 (𝑆𝑒𝑐)           (2) 

 

4. SPECK CRYPTOGRAPHY ALGORITHM  

Speck operates on data blocks of a predetermined size and uses a key for both encryption and 

decryption, see Fig. 1. The dimensions of the block and key directly impact the level of security and the 

amount of data that can be processed in one operation. The rounds number in Speck’s round algorithm is 

determined by the key and block size [15], as shown in Table 1. 

 
Table 1. The number of rounds in Speck cipher 

Key Length (Bits) Block Size (Bits) Number of 

Rounds 

64 32 22 

72 48 22 

96 48 23 

96 64 26 

128 64 27 

96 96 28 

144 96 29 

128 128 32 

192 128 33 

256 128 34 

 

The Speck round function may be decomposed into three distinct operations: XOR, modulo addition, 

and rotation, as seen in Eq 3. 
 

Li+1 = ((Li ≫ α) ⊞ R) ⊕ ki                                                                          (3) 

Ri+1 = (Ri ≪ β) ⊕ Li+1       
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The parameters Li and Ri denote the left and right portions of the data during round i, respectively. 

The variable ki represents the round key during round i, while α and β are constants used for rotation.  

 
Fig.1.  SPECK round function. 

 

The last three instances presented in Table 1 were taken into consideration since, according to the 

Federal government, cryptographic protection must have a minimum-security level of 112 bits [24]. The 

length requirements for the plaintext and user-supplied key inputs are necessary for the SPECK CTR 

strategy to produce a ciphertext. The algorithm of the key derivation function acts as a key generator for the 

algorithm and is used as key input during the key scheduling and encryption process. See [25] for more 

details. The algorithms 1 and 2 present the Speck cryptography of CTR mode while encrypting/decrypting 

a block size of 128 bits while using different key sizes. 

 
Algorithm 1. Speck Round Function 

 

Input: 

• Two 64-bit words: x, y 

• Round key k 

Output: 

• Updated words x, y 

Procedure: 

1. Rotate xxx right by 8 bits. 

2. Add y to x modulo 264 

3. XOR x with the round key k. 

4. Rotate y left by 3 bits. 

5. XOR y with the updated value of x. 

Return the updated pair (x, y). 

 
Algorithm 2. Speck Encryption Function 

 

Input: 

• Key schedule of size 128 or 192 or 256 bits 

• No_rounds: the number of rounds 32, 33, 34 depends on key size  

• iv: the initial vector, two blocks each of size 64 bits 

• in: an array of plain message composed of n blocks each of size 64 bits 

Output: 
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• out: cipher message of size n blocks  

Procedure: 

1: for i = 0 → n do 

2:   iv[0] ← iv[0] + i 

3:   crypted_iv[0] ← iv[0] 

4:   crypted_iv[1] ← iv[1] 

5:   for j = 0 → No_rounds do 

6:        SpeckRound (crypted_iv[1], crypted_iv[0], key_schedule[j]) 

7:   End of For j  

7:   out[i] ← crypted iv[0] ⊕ in[i] 

8:   out[i + 1] ← crypted iv[1] ⊕ in[i + 1] 

9: End of for i 

 

 

5. ANALYTICAL RESULTS AND EXPERIMENTS  

5.1 EXPERIMENTS SETTING 

In this section, we present the Speck cryptography results, which used three different lengths of the 

key as well as two types of processors. The three commonly used lengths of keys are (128/128, 128/192, 

and 128/256). For each key size, there is a different number of rounds for the speck cryptography. The 

number of rounds is 32, 33, and 34 for the keys 128, 192, and 256, respectively. The two types of processors 

used in this work are Xeon processors operating and Intel Core-i7 processors operating at 2.2 and 2.8 GHz 

frequencies, respectively. Table 2 shows the detailed characteristics of the two processors used in the 

experiments. Moreover, ten message sizes were used, ranging from 10 to 100 megabytes. 

 
Table 2. The computing processors’ technical details 

Processor Name Frequency 

speed 

(GHz) 

Cache memory 

Size (MB) 

Power 

consumption 

(watt) 

Operational use 

Intel Xeon 2.2 2 65 Desktop processor 

Intel Core i7-700HQ 2.8 6 45 Laptop processor 

 

5.2 SECURITY RESULTS OF NIST STATISTICAL TEST  

The NIST developed a comprehensive group of examinations to assess the statistical properties of 

binary sequences, ensuring they exhibit true randomness as required for cryptographic applications, is a 

crucial tool used to assess the reliability of RandomNumberGenerators (RNGs) and cryptographic 

algorithms [26]. Amidst the current reliance on randomization for the security of many applications, it is 

crucial to understand the purpose and importance of the NIST randomization test suite. The primary 

objective of the NIST Randomness Test Group is to assess the statistical characteristics of sequences 

produced by random number generators (RNGs). The purpose of these statistical tests is to identify any 

possible biases, trends, or anomalies in the sequence that may compromise its randomization and 

unpredictability. Considering the crucial role of random numbers in cryptographic protocols, the generator’s 
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capability to successfully pass the rigorous NIST suite tests demonstrates its suitability for cryptographic 

applications. Through all NIST tests, the P-values falling within an acceptable range (typically 0.01 to 0.99) 

show the occurrence of arbitrariness attributes in the ciphertext. The absence of p-values in this range could 

potentially suggest the presence of non-randomness. Table 3. illustrates the results of the P-values from all 

NIST tests, with both versions of the Speck cipher undergoing testing and yielding acceptable P-values. 

However, based on the mean p-values  

 
Table 3. The Comparison of the Statistical NIST Test P-values Results 

Test name 
Speck 

128/128 

Speck 

128/192 

Speck 

128/256 
Best Performer 

Frequency 0.0179 (weak) 0.350 0.740 128/256 

BlockFrequency 0.213 0.534 0.122 128/192 

CumulativeSums 0.350 0.740 0.740 128/192 & 256 

Runs 0.350 0.740 0.740 128/192 & 256 

Rank 0.911 0.740 0.213 128/128 

FFT 0.740 0.534 0.534 128/128 

Avg. NonOverlappingTemplate 0.497 0.436 0.516 128/256 

OverlappingTemplate 0.871 0.911 0.740 128/192 

ApproxEntropy 0.213 0.534 0.122 128/192 

Serial 0.350 0.911 0.740 128/192 

LinearComplexity 0.911 0.534 0.350 128/128 

Average P-Value 0.493 0.633 0.505 128/192 

 

Among the three Speck variants showed in Table 3, Speck 128/192 exhibits the most balanced 

randomness, with consistently high p-values across most tests. Speck 128/256 performs reliably but shows 

slightly lower uniformity in some tests, while Speck 128/128, despite strong structural metrics, displays 

noticeable bias in basic randomness indicators. Overall, Speck 128/192 is the statistically most robust 

variant. The increase in the key size in the case of 192 and 256 gives better p-values compared to 128. This 

indicates that the key size absolutely increases the security level of the cipher algorithm.  

5.3 THE PERFORMANCE RESULTS  

The Speck cryptography algorithm is one of the lightweight cryptographies that are used in small 

devices. However, this section presents and analyzes its performance results in terms of execution time, 

energy consumption, and throughput. Two different processors were used to conduct these experiments. 

The primary goal of this research is to demonstrate how the performance of the Speck algorithm changes 

when it is implemented on various hardware devices. The execution time results are presented in Fig.2 for 

three different key lengths. As mentioned before, the key length in the Speck cipher produces more rounds 

when increased. However, the results of the execution time over the two processors revealed that increasing 

the key length increases the algorithm's execution time.  
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Fig.2.  The execution time results of the Speck algorithm 

Noticeably, there is a slight fluctuation that occurs in the execution time between the two processors' 

results. Whereas, this fact is not valid for energy consumption results when the power consumption of a 

processor is higher than the other one. Fig. 3. presents the energy consumption results. It shows that the 

Intel Xeon processor consumed more energy with an average increase of up to 45% compared to the Intel 

core i7. 

 
Fig. 3. The energy consumption results of the Speck algorithm 

Indeed, the energy consumption depends mainly on two factors: the execution time and the power 

consumption of the processor. However, the Intel Xeon processor consumes more energy due to its low 

computing speed, high-power consumption, and emphasizing cache size and Thermal Design Power (TDP) 
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impact compared to the Intel Core i7 processor. Cache memory plays an important role in the increase of 

execution time, which can also affect all performance metrics. 

 

 
Fig. 4. The throughput results of the Speck algorithm 

 

The throughput results mainly depend on the execution time, which depends on the speed of the 

processor. The throughput results are presented in Fig. 4. It demonstrates that the Speck with a 128-key size 

gives more throughput. This is because the algorithm needs fewer rounds and thus consumes fewer 

execution times.  

6. CONCLUSION AND FUTURE WORK 

This paper presents a detailed performance study for the Speck cryptography algorithm. The 

algorithm used three different keys to prove how the performance metrics used change accordingly to their 

lengths. The performance metrics used are execution time, energy consumption, and throughput. Moreover, 

two Intel processors are utilized in the experiments. These processors are different in their computing speed 

and power consumption. The obtained results show that the execution time is increased while the key length 

is also increased. Whereas energy results are affected by the increment of execution time and power usage. 

The throughput results explain the non-linear relation to the execution time.  

In the future, other processor types such as ARM-based and embedded processors will used in the 

experiment to evaluate its capabilities compared to Intel family processors.  Consequently, speck 

cryptography will be implemented on parallel multicore processors, and the three-performance metrics are 

interesting for study and analysis. 
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